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ABSTRACT 

The increasing reliance on inter-organizational information exchange has raised significant concerns 

about the security of data and network infrastructures. Network monitoring plays a crucial role in 

mitigating these concerns, with tools like Wireshark and Snort forming the backbone of Intrusion 

Detection Systems (IDS). Initially developed as a packet inspection application, Wireshark is widely 

regarded for its user-friendly interface and intuitive packet-enhancement features, making it effective 

for classifying various types of network traffic. This research explores the practical application of 

Wireshark for network investigation, evaluating its role in conjunction with Snort to enhance IDS 

capabilities. The study examines potential improvements in these tools for heightened network security 

and their adaptability to emerging cyber threats. An experiment was conducted to assess the 

effectiveness of intrusion detection through real-time packet analysis, demonstrating the reliability of 

intrusive packet authentication within network environments. Wireshark was employed for real-time 

traffic inspection, capturing and analyzing packets, while Snort was used as the primary tool for 

detecting intrusions. The integration of Syslog and Snort facilitates the exchange of critical intrusion-

related data, including packet counts, analysis of IPv4 packet conversations, and expert data on 

suspicious traffic. This study also focuses on the analysis of RSA-encrypted traffic and the evaluation 

of Local Area Networks (LAN) for signs of intrusion. Further, Wireshark's capabilities in monitoring 

and analyzing network activity were used to inspect TCP flags, generate I/O graphs for transmitted 

packet data, and produce TCP stream flow graphs for detecting intrusions. Additionally, the study 

includes TLS handshake analysis to identify abnormal or malicious network behavior. The use of ping 

requests from the attacker’s IP address to the victim’s IP address is highlighted as a method for 

detecting ongoing malicious activity. Through packet analysis, network traffic is classified as either 

malformed or well-formed, aiding in the identification of security breaches. Wireshark's in-depth 

packet inspection enables the detection of unauthorized access from both secure and insecure devices. 

This research not only explores Wireshark's utility in network intrusion detection but also evaluates 

emerging trends and challenges associated with IDS technologies. The findings contribute valuable 

insights for advancing future IDS research, particularly in adapting to the evolving landscape of 

network security threats. This technical evaluation highlights the importance of continuous 

development in tools like Wireshark and Snort to keep pace with the dynamic nature of cyberattacks, 

ensuring robust defense mechanisms for secure data transmission and network integrity. 
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1. Introduction 

Wireshark, originally launched by Gerald Combez in 1997 under the name Ethereal, was designed as 

a comprehensive network packet analysis tool. The first official version, 0.2.0, was released in July 

1998. After a decade of ongoing development, Wireshark 1.0 was introduced in 2008, marking its  

first full release. This release coincided with the inaugural Sharkfest, a conference for Wireshark 

developers and users. In 2015, Wireshark 2.0 introduced a modernized user interface, improving 

usability. Wireshark version 2.2.9, released on May 11, 2023, included significant GUI updates and 

support for Internet Protocol Version 6 (IPv6). The most recent version before Wireshark 4.4.1 was 
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4.4.0, launched on August 29, 2024. Wireshark 4.4.1, released on October 9, 2024, is the latest stable 

version and includes advanced features surpassing prior releases. The rise in internet usage has 

increased security risks such as unauthorized data access, network integrity compromises, and 

confidentiality breaches. To mitigate these risks, organizations use firewalls, antivirus software, and 

Intrusion Detection Systems (IDS). Network-based IDS (NIDS) monitor network traffic for potential 

threats, while Host-based IDS (HIDS) safeguard individual devices. With the increasing sophistication 

of cyberattacks, tools like Snort, an open-source IDS, are essential for identifying and mitigating 

intrusions. Snort performs real-time packet analysis and uses a signature-based detection method to 

identify known threats. It also generates logs and alerts for suspicious activities. Complementary tools 

like Wireshark offer in-depth traffic analysis, making them invaluable for detecting vulnerabilities and 

analyzing attack patterns. As cyber threats evolve, the continuous development of IDS tools is critical 

to maintaining robust and scalable network defenses, ensuring organizations can proactively prevent 

potential breaches and secure sensitive data. 

Snort-IDS uses predefined rules for data packet traffic and generates alerts when a packet matches 

these rules. It is effective against various types of attacks, enabling content searching and protocol 

analysis. Snort functions by sniffing network packets and comparing each packet with its rule set to 

detect malicious activity. The increased use of mobile devices has intensified the need for research in 

security, particularly concerning the unauthorized entry of malicious users or dangerous data packets. 

Data packets, the core units of communication systems, are crucial for network security as they 

facilitate data flow between devices, including the hardware address and protocols. Packet sniffing 

identifies suspicious packets by examining their contents, focusing on the data segment, logging the 

information, and analyzing the data as depicted in Figure 1. A packet analyzer intercepts and decodes 

data from a network, ensuring its integrity and compliance with security protocols. 

 
Figure 1: The design of the Snort tool and the Wireshark-based evaluation of the network process 

Figure 1 appears to illustrate the working process of a network monitoring and intrusion detection 

system utilizing tools like Snort and Wireshark. Here's an outline of the key concepts presented: 

➢ Internet to Router: The data flow begins from the internet, where network traffic is streamed in 

real-time via the router. The router serves as the first checkpoint where data packets pass through. 

➢ Snort Tool: After data is routed, the Snort tool captures and analyzes this traffic. Snort is a 

network intrusion detection system (NIDS) that monitors traffic for suspicious patterns and potential 

threats. 

➢ Alarm Filters: Snort then filters alarms based on predefined rules or patterns. This step is critical 

for identifying potentially malicious activities from legitimate traffic. 

➢ Packet Logging: Once alarms are triggered, relevant packets are gathered and stored in a log file 

for further inspection. This log file keeps a record of all suspicious or anomalous activity. 
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➢ Wireshark Access: The log file created by Snort is then accessed using Wireshark, which is a 

tool for deep packet analysis. Wireshark helps to examine the contents of network packets in more 

detail, aiding in the forensic investigation. 

➢ Audit and Reporting: After packets are examined, the auditing phase begins, where security 

experts review the findings. Reports are then generated based on the analysis, providing insights into 

the network's security and potential vulnerabilities. 

This process outlines the systematic approach to monitoring, capturing, analyzing, and reporting 

network traffic for intrusion detection and cybersecurity. 

1.1 Intro. for Intrusion Detection System 

An Intrusion Detection System (IDS) is a tool designed to monitor network and system traffic for 

suspicious activity or security breaches. It analyzes data to detect unauthorized access, abnormal 

behavior, or deviations from expected patterns. When a threat is identified, the IDS generates logs and 

alerts for administrators to investigate, as depicted in Figure 2. There are two primary types: signature-

based IDS, which compares traffic against a database of known threat patterns, and anomaly-based 

IDS, which identifies deviations from normal behavior to detect unknown threats. While signature-

based IDS is effective for known attacks, anomaly-based IDS can detect new threats but may produce 

more false positives [1]. 

 
Figure 2: Intrusion Detection System 

Local Computers (Hosts) 

Figure 2, depicts a network architecture focused on intrusion detection and security, showing the 

interaction between several components of a secure network. Here's an outline of the key concepts 

presented. 

➢ Local Computers (Hosts): Multiple computers within a local network are connected to the 

infrastructure. These endpoints represent the internal devices that send and receive data through the 

network. 

➢ Intrusion Detection System (IDS): The traffic from the computers is monitored by the IDS, 

which scans for malicious activity or violations of security policies. The IDS is responsible for 

identifying possible security threats by analyzing data packets as they flow through the network. 

➢ Firewall: After the IDS, traffic passes through a firewall, which acts as a barrier between the 

internal network and external networks. The firewall enforces security rules by blocking or permitting 

network traffic based on predefined policies, providing a layer of defense against unauthorized access. 

➢ Router: The router directs traffic between the internal network and the external internet. It handles 

the routing of data packets, ensuring that information from internal computers is sent to its appropriate 

destination on the internet, and vice versa. 

➢ Internet Connection: The internet represents the external network, where data exchanges take 

place beyond the organization's boundaries. It is the entry point for potential threats, which the IDS 

and firewall work to mitigate. 

This network layout shows the sequence of security mechanisms—from intrusion detection to firewall 

enforcement—that protect a local network as data flows between internal computers and the broader 
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internet. It highlights how an IDS works in tandem with a firewall to monitor and control traffic, 

ensuring that only legitimate data passes through the network. 

 1.2 Types of IDS 

Network Intrusion Detection System (NIDS): A NIDS is designed to monitor and analyze network 

traffic for signs of malicious activity. It evaluates both connection-oriented (TCP) and connectionless 

(UDP) traffic to detect unauthorized access or suspicious behavior across the network. By examining 

packets flowing through the network in real-time, NIDS can identify potential threats and alert 

administrators to any anomalies or security breaches. This proactive monitoring helps organizations 

respond quickly to emerging threats and maintain the integrity of their network environments. 

Host-Based Intrusion Detection System (HIDS): A HIDS operates by monitoring specific host 

machines. It tracks activities such as file changes, system logs, and other key indicators of potential 

breaches on individual devices. This system provides protection by focusing on anomalies and 

unauthorized actions occurring on a single host. 

 
Figure 3: A general Overview of NIDS and HIDS 

Figure 3 represents a network security architecture that combines both Network Intrusion Detection 

Systems (NIDS) and Host-Based Intrusion Detection Systems (HIDS) to secure different layers of the 

network. Here's an outline of the key concepts presented. 

➢ Internet to Firewall: Data from the internet enters the network, passing first through the firewall, 

which is configured to block or allow traffic based on predefined security rules. The firewall acts as 

the first line of defense against unauthorized access. 

➢ NIDS (Network Intrusion Detection System): Positioned after the firewall, the NIDS monitors 

all incoming and outgoing network traffic. It scans packets for suspicious behavior, allowing early 

detection of potential threats before they reach internal servers. NIDS primarily focuses on detecting 

anomalies across the network as a whole, making it suitable for broader network-level monitoring. 

➢ Router: After the traffic is filtered by the firewall and analyzed by the NIDS, it reaches the router. 

The router is responsible for directing network traffic to the correct destination within the local 

network. 

➢ Servers with HIDS (Host-Based Intrusion Detection System): 

• Each server in the internal network (Server 1, Server 2, Server 3) is equipped with a HIDS. 

• HIDS works at the host level, monitoring activities like file system modifications, process 

behavior, and logs for any signs of malicious activity. HIDS provides more granular control by 

focusing on potential intrusions specific to the host it is installed on. 

• This host-based protection layer complements the broader network-level protection offered by the 

NIDS. 

 

2.  Literature survey 

In [2], the author presented the properties of Snort, a Network Intrusion Detection System (NIDS) that 

detects intrusions using predefined rules and notifies users through alert messages. Snort generates log 

files that can be exported to Wireshark for further analysis. Wireshark provides detailed information 

about network packets, Ethernet frames, and protocols, and includes an I/O graph that summarizes 

packet flow and provides expert insights into network activity. 
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In [3], the author demonstrated Wireshark's effectiveness as a network sniffing tool, particularly in 

detecting malicious packets. Through experimentation on a live network, Wireshark was identified as 

a strong candidate for further development into a reliable intrusion detection system. The paper 

emphasizes Wireshark's flexibility as an open-source tool, enabling developers to integrate intrusion 

detection functionalities. Additionally, the authors noted that Wireshark is a powerful instrument for 

handling and interpreting packet data, primarily utilized for Access Control List (ACL) filtering in this 

study. Its various filtering options, including substring, packet size, and protocol filtering, further 

enhance its potential as an intrusion detection tool. 

In [4], the author implements live network traffic recording, utilizing Wireshark and Snort for in-depth 

packet analysis. While Wireshark provides detailed visibility into network traffic, it does not trigger 

alarms or security measures against unauthorized access. In contrast, Snort actively prevents intrusions 

and generates alerts for unusual activity. The analysis includes file graphs that offer insights into 

network dynamics and potential issues, highlighting the complementary roles of both tools in 

enhancing network security. 

In [5], the author implemented Wireshark for network protocol analysis and identified various attacks, 

including port inspection, ICMP attacks, hidden FTP channels, and BitTorrent services. The study 

highlighted how Wireshark's packet analysis uncovers multiple security threats present in networked 

computer systems. 

In [6], the author proposed a technique to evaluate the effectiveness and precision of distributed denial 

of service (DDoS) attacks through TCP flooding. The study examines key factors that influence Snort's 

detection capabilities and suggests improvements to enhance the Intrusion Detection System (IDS). It 

demonstrates that upgraded tools can significantly improve Snort's efficiency in handling such attacks. 

In [7], the authors conducted a comprehensive network protocol analysis to gather data for technical 

packet analysis, focusing on security, network sniffing, and protocol analysis to identify network 

attacks. 

In [8], the author explores the significance of intrusion detection systems (IDS) in today's corporate 

environment, focusing on their lifecycles, domains, attack types, and various tool types. The article 

emphasizes the necessity for network users to adopt security precautions and outlines the distinct 

phases in the IDS lifecycle. Additionally, it discusses the application of selective feedback methods in 

data mining algorithms for recognition and classification systems, aiming to enhance classification 

accuracy continuously. 

This research project [9] simulates a ping flood scenario by executing the ping command on the 

operating system while simultaneously running Wireshark on the target system. Analyzing 

acknowledged ping packets over time aids in detecting flooding attacks; however, Wireshark's one-

port reception can lead to inaccuracies in handling requests. The paper discusses Wireshark's 

functionality, drawbacks, and potential improvements. It emphasizes Wireshark's utility for network 

administrators, particularly in tracing back attacks, as attackers often use zombie machines in denial-

of-service attacks. Wireshark employs ICMP to trace packet paths, generates alerts when multiple 

packets arrive from the same source, and uses a packet marking algorithm based on unique identifiers 

and receipt times, functioning effectively as an intrusion detection system. 

In [10], the signature-based approach is highlighted as an effective method for identifying threats in 

intrusion detection systems (IDS). The free SNORT program can implement this technique, utilizing 

rules to detect various types of attacks. The study tested alerting mechanisms using the MIT-DARPA 

1999 dataset, which comprises 1,252,412 packets, focusing on DoS attacks and network scanning. The 

IDS achieved an accuracy of 98.10% with a true positive rate of 100%. 

This work [11] aims to enhance Snort IDS efficiency by designing and implementing a real-time 

intrusion detection system. The system utilizes pre-built and customizable rules to prevent potential 

attacks on network systems. The article discusses installation, components, features, and products that 

integrate with Snort. The author tested Snort alert interpretation on Kali Linux, intending to incorporate 

the proposed design into Snort for improved detection efficiency and reduced false alerts. 
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This work [12] focuses on network monitoring, identifying network attack types, and utilizing software 

tools to protect communication networks. Network security is a top priority for companies, which 

employ firewalls, VPNs, and encryption techniques. Despite these measures, hackers can still breach 

networks, making network monitoring tools like Wireshark and Snort essential for detecting potential 

intrusions through graphical analysis of network activity. The network infrastructure is improving 

security and performance through monitoring with Intrusion Detection Systems (IDS) and Intrusion 

Prevention Systems (IPS). Wireshark and Snort are effective tools for intrusion detection, offering 

features such as color rules, expert information, network monitoring, and firewall Access Control List 

(ACL) rules. Snort also allows for security policy modifications based on specific requirements. 

The authors [13] discuss the use of real-time and offline data mining in Intrusion Detection Systems 

(IDS), emphasizing the importance of offline data analysis for successful detection tasks. They explore 

detection rule analysis to transfer logs from remote sites to a centralized system for evaluation. 

Additionally, they propose innovative methods for network anomaly detection using packet header 

values in real-time data mining analysis within IDS. 

Sourcefire developed Snort, an open-source network intrusion prevention and detection system 

(IPS/IDS) that combines signature, protocol, and anomaly-based inspection. It is the most widely used 

IPS/IDS technology globally, primarily relying on these detection methods. Snort compares network 

traffic signatures with predefined entries in its library, ensuring a secure and efficient network [14]. 

However, Snort has limitations; while signature-based detection enhances performance by matching 

patterns, it cannot identify new attack types that are not included in its database. 

Intrusions threaten the availability, confidentiality, and integrity of computing or networking 

resources. An Intrusion Detection System (IDS) detects and reports these intrusions to an 

administrator, while an Intrusion Prevention System (IPS) not only detects but also prevents intrusions. 

Both IDS and IPS are designed to address gaps left by firewalls [15], with IDS primarily focused on 

identifying threats within a network. 

According to the authors [16], network process monitoring is increasingly recognized as a crucial tool 

for enhancing cyber infrastructure security. It utilizes stateful and pattern matching to detect intruders, 

and IDS techniques should be affordable, workable, and commercially viable. A combination of IDS 

and IPS provides layered security, reducing risks if the IPS fails to stop an intrusion. IDS technology 

offers visibility and benefits related to network monitoring, enabling informed decision-making and 

the creation of security policies based on measurable data, as noted by the author [17]. Effective 

security combines visibility and control, allowing for data storage for later analysis and real-time 

monitoring of network activity. 

Traditional intrusion detection methods have limitations; however, data mining and network behavior 

analysis (NBA) can enhance the effectiveness of detecting intrusions, according to the author [18]. 

Two types of intrusion detection systems (IDS) are misuse detection systems and anomaly detection 

systems. Misuse detection involves maintaining a database of known intrusion signatures, alerting 

security analysts when user behavior matches these stored patterns, which informs their response based 

on the attack's nature. In contrast, anomaly detection identifies unusual intrusions by creating profiles 

of typical network behavior and flagging patterns that significantly deviate from these profiles. 

Wireshark is a widely used network protocol analyzer that provides detailed insights into network 

activity. Although it is classified as an intrusion detection tool, it is not an actual intrusion detection or 

prevention system. The expert information noted by the authors [19] serves as a log of the anomalies 

Wireshark identifies in captured network data. 

Expert reports in Wireshark include conversations (grey), remarks (cyan), alerts (yellow), and errors 

(red), as shown in Figure 20. Intrusion detection is possible in the conversation section by analyzing 

SYN, SYN+ACK, and ACK messages in TCP connections. To identify the origin IP of a DoS attack, 

examine the chat section and utilize Firewall ACL rules. The flow graph section illustrates 

communication between distinct IPs. If a TCP flow graph displays only SYN messages, this indicates 

a DoS attack. Identifying intrusions also involves analyzing the conversation section in Figure 29, 
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which shows traffic between specific endpoints, capturing all communication between two IP 

addresses. 

Network monitoring is the most effective way to prevent intrusions. The authors [20] cover various 

software tools useful for monitoring network activities, including RRDTOOL, Kiwi Syslog, Splunk, 

Nagios, RANCID, SNORT, NFDUMP/NFSEN, SmokePing, Munin, NetDisco, WhatsUp Gold, 

ZABBIX, NAV, NetXMS, ZENOSS, AirWave, Cisco WCS, 7Signal Sapphire, Big Sister, Cacti, 

Cricket, and MRTG. Additionally, open-source intrusion detection tools like SURICATA, Bro, 

KISMET, OSSEC, Samhain, and Open DLP are also effective for enhancing network security. 

 

3. IDS Architecture 

 
Figure 4:  Architecture of an IDS 

Figure 4 illustrates a network security architecture featuring various components. Two smartphones 

(Apple iPhone 15 Pro Max and iPhone 14) and a laptop connect to a server, which is linked to a 

database and interactive subsystem. The server is connected to internal and external intrusion detection 

systems (IDS), separated by a firewall. A host-based IDS monitors specific system activities. A router 

provides a link to the external network. The system is protected by both internal and external IDS to 

monitor traffic within and outside the firewall, ensuring security. 

 

4. Intrusion Detection Utilizing Network Monitoring Tools for Enhanced Security 

In this research, we utilize Snort and Wireshark to detect intrusions. A brief overview of each tool is 

provided below, as shown in Figure 8. Wireshark is a widely used open-source network packet 

analyzer that captures and examines data packets, making it valuable for network troubleshooting, 

security analysis, and understanding protocol operations [20]. Snort, a powerful security application, 

functions as a Network Intrusion Detection System (NIDS), packet sniffer, and packet logger. 

Additionally, Snort supports various add-on tools for log management, rule set maintenance, and 

alerting, enhancing its capability as a critical component in an organization's security infrastructure 

[21]. 

4.1 Practical Approach to Intrusion Detection Using Wireshark 

Wireshark is a highly adaptable network protocol analyzer that can be configured to operate as an 

Intrusion Detection System (IDS). Users can customize various features, including coloring rules, to 

highlight common packet anomalies such as malformed packets and checksum errors, as illustrated in 

Figure 20.  

This adaptability significantly enhances its effectiveness in detecting potential security threats and 

network irregularities. In addition to its analysis capabilities, Wireshark provides intrusion detection 

features, including the ability to permit or block packets to specific IP addresses using its integrated 

firewall. It also offers detailed insights into malformed packets, assessing the severity of packet errors 

and providing packet counts. Graph analysis in Wireshark facilitates the identification of 

communication patterns between IP addresses. This feature allows users to visualize conversations, 
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displaying the volume of bytes and packets exchanged between systems. A surge in ping requests from 

a single IP address may signal a Denial of Service (DoS) or Distributed Denial of Service (DDoS) 

attack. 

4.2 An Effective Approach to Intrusion Detection with Snort 

To install and configure Snort on a Windows machine, download the software from the designated 

source and follow the provided installation instructions. The WinPcap software is necessary for packet 

capture interpretation. Once installation is complete, navigate to the specified folders, as shown in 

Figure 5. Snort is a lightweight intrusion detection tool that captures and analyzes network packets, 

comparing them against user-defined rules. When a match is detected, Snort generates alerts. These 

rules are stored in a text file associated with the snort.conf configuration file, which encompasses all 

Snort settings. A few command-line instructions are utilized to launch Snort and assess network 

activity. 

 
Figure 5: An Effective Method for Detecting Intrusions Using Snort 

5. Methodology and experimental analysis 

This section details the necessary hardware and software configurations for conducting experiments 

and evaluates the reports generated by the Wireshark tool in the context of intrusion detection. The 

experiments are performed on a Kali Linux environment, utilizing VMware Workstation in 

conjunction with a Windows 11 host system. Additionally, the draw.io application is employed to 

create visual representations and tactical diagrams for the evaluation procedures related to the detection 

mechanism. A typical Intrusion Detection System (IDS) is classified as a Network Intrusion Detection 

System (NIDS). NIDS operates across all layers of the OSI model, analyzing network traffic to 

ascertain its intended purpose and identifying anomalous behavior. These systems are designed for 

easy deployment throughout networks, allowing them to process and monitor traffic from multiple 

devices concurrently, as outlined in the functionality of the proposed system. 

I. The client initiates a service request to the server, as illustrated in Figure 6-9. In response, the 

server processes the request and delivers the corresponding service to the client. 

 
Figure 6: Configuration setup for packet transmission in response to a user service request from the  
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server. 

 

 
Figure 7: Checking the ping connection on the server 

Figure 7 shows the verification of the server's connectivity through a ping test. This process involves 

sending Internet Control Message Protocol (ICMP) echo request packets from the client to the server 

and measuring the round-trip time for responses. A successful ping indicates that the server is reachable 

and operational, providing an essential diagnostic tool for assessing network connectivity and 

performance. 

 
Figure 8: The computer program used for the intrusion detection systems using the command line 

Figure 8 displays the Command-line interface (CLI) application employed for the configuration and 

management of intrusion detection systems (IDS). This program serves as a powerful tool for network 

administrators and security professionals, allowing them to monitor and analyze network traffic 

effectively. Through the CLI, users can execute various commands and scripts to configure the IDS 

settings, initiate real-time traffic analysis, and receive alerts on potential intrusions. Additionally, the 

CLI provides options for fine-tuning detection parameters, reviewing logs, and generating reports, 

facilitating a comprehensive approach to network security and anomaly detection. 
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Figure 9: Applying snort as a tool for intrusion 

Figure 9 outlines Snort is a high-performance, open-source NIDS that inspects network packets in real-

time. It uses rule-based signatures to detect anomalies, including buffer overflows, port scans, and 

protocol-based attacks. Snort operates in sniffing, logging, or intrusion detection modes, providing 

real-time alerts and comprehensive network security analysis. 

II.Figure 10-11 Configuring the Event Log Forwarder Dashboard involves forwarding critical system 

logs for in-depth analysis. Logs are collected from endpoints, firewalls, or intrusion detection systems 

(like Snort), then forwarded to a centralized dashboard. By integrating Wireshark for packet capture 

and analysis, the system enables comprehensive monitoring of network activity, allowing for rapid 

identification and mitigation of potential intrusions. 

 
Figure 10: Event log Forwarder Dashboard for testing Intrusions 

 
Figure 11: The Syslog Server is utilizing Snort to exchange information about intrusions 
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In this setup, the Syslog server collects and processes intrusion data from Snort, a network intrusion 

detection system. Snort monitors network traffic and identifies potential threats, sending alerts to the 

Syslog server as depicted in Figure 11. The server consolidates these alerts with other system logs, 

allowing centralized monitoring, real-time analysis, and threat correlation for better network defense. 

The table 1 provides a detailed overview of the compatibility of various physical network interfaces 

across multiple operating systems, such as Linux, Windows, macOS, and Unix-based systems like 

FreeBSD, OpenBSD, and Solaris. Ethernet, a universally supported interface, is available on all 

platforms, reflecting its dominance in network communications. ATM (Asynchronous Transfer Mode) 

support is mainly seen in Linux and Solaris, crucial for high-speed data transfer in broadband 

applications. CiscoHDLC, used for point-to-point WAN connections, shows broad support on Linux 

and BSD systems, while Frame Relay, designed for cost-efficient data transmission, has limited OS 

support. Technologies such as FDDI (Fiber Distributed Data Interface) and Token Ring, though 

legacy, maintain compatibility with Linux and certain Unix systems. PPP (Point-to-Point Protocol), 

critical for dial-up connections, is widely supported across Linux, macOS, and Windows. WLAN 

interfaces are well-integrated across most platforms, while Bluetooth and IrDA (Infrared Data 

Association) show narrower support, mainly within Linux-based systems. VLAN tagging, essential 

for virtual network segmentation, is consistently supported across most OS platforms. 

Wireshark is a powerful tool that can efficiently capture and analyze network traffic from various 

platforms and network types in Table 1: 

Physical Interface 
AI

X 

FreeBS

D 

HP-U

X 

Iri

x 

Linu

x 

macO

S 

NetBS

D 

OpenBS

D 

Solari

s 

Tru6

4 

UNI

X 

Windows 

ATM ❔ ❔ ❔ ❔ ✅ ❌ ❔ ❔ ✅ ❔ ❔ 

Bluetooth ❌ ❌ ❌ ❌ ✅ ❌ ❌ ❌ ❌ ❌ ❌ 

CiscoHDLC ❔ ✅ ❔ ❔ ✅ ❔ ✅ ✅ ❔ ❔ ❔ 

Ethernet ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅ 

FDDI (Fiber 

Distributed Data 

Interface) 
❔ ❔ ❔ ❔ ✅ ❌ ❔ ❔ ✅ ❔ ❔ 

Frame Relay ❔ ❔ ❌ ❌ ✅ ❌ ❔ ❔ ❌ ❌ ❌ 

IrDA (Infrared 

Data Association) 
❌ ❌ ❌ ❌ ✅ ❌ ❌ ❌ ❌ ❌ ❌ 

PPP ❔ ❔ ❔ ❔ ✅ ✅ ❔ ❔ ❌ ❔ ✅ 

TokenRing ✅ ✅ ❔ ❌ ✅ ❌ ✅ ✅ ✅ ❔ ✅ 

USB ❌ ❌ ❌ ❌ ✅ ❌ ❌ ❌ ❌ ❌ ❌ 

WLAN ❔ ✅ ❔ ❔ ✅ ✅ ✅ ✅ ❔ ❔ ✅ 

Loopback (virtual

) 
❔ ✅ ❌ ❔ ✅ ✅ ✅ ✅ ❌ ✅ 

N/A (Not 

Applicabl

e) 

VLAN Tags (virtu

al) 
✅ ✅ ✅ ❔ ✅ ✅ ✅ ✅ ✅ ✅ ✅ 

Network different kinds that Wireshark endorses through multiple platforms in Table 1. 

In the table, the symbols likely represent the following meanings: 

• ✅ (Checkmark): The feature or physical interface is supported by the operating system. 

• ❌ (Cross): The feature or physical interface is not supported by the operating system. 
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• ❔ (Question Mark): Uncertainty or limited information on whether the feature or interface is 

supported by the operating system. 

• N/A (Not Applicable): The feature or interface is not relevant or applicable to that operating 

system. 

These symbols help quickly identify the compatibility of different network interfaces with various 

operating systems. 

 

III. An Intrusion Detection System (IDS) monitors and analyzes network packets to identify 

suspicious activity and potential security breaches, as illustrated in Figures 12-15. By examining traffic 

patterns and detecting anomalies, the IDS plays a crucial role in enhancing network security, enabling 

timely alerts and responses to potential threats, thereby safeguarding the integrity of the network 

environment. 

During the monitoring period, a notable event was observed where the IP address 192.168.128.27 

(identified as the attacker) was sending an excessive volume of ICMP Echo Request packets (ping 

requests) to the target IP address 208.67.222.222 (the victim) as depicted in the Figure 13. This 

behavior suggests a potential Denial of Service (DoS) or Distributed Denial of Service (DDoS) attack. 

Such a high frequency of requests can significantly impair the performance and responsiveness of the 

victim's system, as discussed in the subsequent sections. 

 
Figure 12: Ping statistics for attacker and victim IP addresses 
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Figure 13: Ping requests are frequently sent to the victim's IP address 208.67.222.222 from the 

attacker's IP address 192.168.128.27 

Figure 13 displays packet capture data showing network activity, highlighting a significant number of 

ICMP Echo Requests (ping requests) from the attacker (192.168.128.27) to the victim 

(208.67.222.222), indicative of a potential DoS or DDoS attack. The highlighted area signifies alerts 

for anomalous traffic patterns, allowing for rapid identification and response. Various protocols, 

including TCP and SSDP (Simple Service Discovery Protocol), are depicted, providing insights into 

the nature of the traffic and aiding in incident response efforts. 

 
Figure 14: Evaluation of data transmitted and received over a computer network 

 

Figure 14 shows the process or analysis of network data flow, focusing on the transmission and 

reception of data packets. Typically, such a figure would represent key metrics, such as the volume of 

data transmitted and received, packet types, protocols used (like TCP/UDP), and other performance 

indicators. This Wireshark capture shows a TCP packet with Ethernet II details. The source MAC is 

Azurewav_29:22, and the destination MAC is 56:62:d4:58:d4:82. The IPv4 layer specifies source IP 

192.168.164.27 and destination IP 51.11.168.232. The TCP layer reveals source port 65819 and 

destination port 443, indicating HTTPS communication. 

 
Figure 15: The Evaluation of a LAN network intrusion 

Figure 15 presents an analysis of a Local Area Network (LAN) for potential intrusions. It showcases 

various traffic patterns, highlighting anomalies indicative of unauthorized access attempts or malicious 

activities. The evaluation includes metrics such as packet counts, connection attempts, and alert 
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triggers, providing insights into the network's security posture. By monitoring these parameters, 

network administrators can effectively identify vulnerabilities and respond to threats, enhancing the 

overall security and integrity of the LAN environment. 

System operators receive alerts regarding suspicious events or attacks through an Intrusion Detection 

System (IDS), as illustrated in Figures 16-18. This system continuously monitors network traffic and 

analyzes data patterns to identify potential threats, enabling timely notification and response to 

incidents, thereby enhancing overall network security and integrity. 

 
Figure 16:  An overview of linked networks coupled with specific information regarding each 

protocol 

Figure 16 provides a detailed overview of interconnected networks, highlighting the specific protocols 

employed across each link. It includes data on protocols such as TCP/IP, UDP, and HTTP, detailing 

their roles in data transmission, reliability, and session management. Additionally, the figure illustrates 

network topologies and the flow of information between nodes, offering insights into network 

architecture and communication efficiency. Understanding these protocols is crucial for optimizing 

performance and enhancing security measures within the network infrastructure. 

 
Figure 17: Monitoring data for Intrusion 

Figure 17 showcases captured network traffic, highlighting interactions between various IP addresses 

and alerts for potential anomalies. Notably, Transport Layer Security (TLS) alerts indicate encrypted 

communications designed to safeguard data confidentiality. The displayed TCP protocol details 
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include flags that reveal connection states, while the hex view at the bottom provides a raw data 

representation of packet payloads, essential for in-depth analysis. This information is crucial for 

identifying suspicious activities and enhancing network security. 

 
Figure 18: Evaluating network activity using Wireshark 

Figure 18 illustrates the analysis of network activity captured by Wireshark, showcasing various 

protocols and traffic patterns. It highlights key metrics such as packet counts, response times, and 

connection statuses, providing detailed insights into network performance. This visual representation 

helps identify anomalies, potential bottlenecks, and security threats. By examining this data, network 

administrators can improve troubleshooting efforts, optimize performance, and strengthen overall 

network security to ensure robust communication. 

 
Figure 19: I/O graph of transmitted data packets that were captured 

Figure 19 shows a Wireshark I/O Graph depicting network traffic over time, specifically for Ethernet 

traffic. It includes separate lines for different protocols like HTTP (in red), TCP (in green), and other 

unidentified protocols in blue. The Y-axis represents the packet rate (packets/sec), and the X-axis 

shows time in seconds. The graph tracks the packet volume over a set interval of 10 seconds. The 

visible spikes and dips indicate fluctuations in network activity, which may suggest moments of high 

traffic or potential network issues being analyzed. 
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Figure 20: Expert information on captured data packets 

Wireshark enhances the identification and troubleshooting of abnormal network behaviors by 

analyzing packet lists. It highlights suspicious packets, such as malformed ones, in red to indicate 

potential issues. Errors, including bad TCP packets, are flagged based on predefined coloring rules, 

improving visibility of protocol violations and assisting both novice and expert users in efficiently 

resolving network problems, as illustrated in Figure 20. 

Wireshark is a network protocol analyzer designed to capture and inspect data packets traversing a 

network. While it cannot decrypt encrypted traffic natively, it can decrypt SSL/TLS traffic using RSA 

encryption if the server's private key is available. Although RSA is computationally intensive and not 

suitable for bulk data encryption, it is commonly used in digital signatures and key exchange 

mechanisms. Wireshark leverages this capability to analyze encrypted sessions, such as SSL/TLS, as 

shown in Figure 21. 

The capture displays SSL/TLS traffic, highlighting TCP segments and handshake processes. Key 

details include the protocol, source, destination, and packet length. The lower window features an 

OCSP (Online Certificate Status Protocol) response, showing digital signature verification, responder 

ID, and key algorithms like SHA256WithRSAEncryption. This information indicates encrypted 

communication and the verification of certificate integrity during a secure session. 

 
Figure 21: Analyzing RSA-Encrypted Traffic with Wireshark Capture 

The Wireshark protocol hierarchy statistics display an analysis of various network protocols, including 

Ethernet, IPv6, UDP, TCP, and application-layer protocols like TLS and OCSP. It provides insights 
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into the percentage of packets, bytes, and bit rates handled by each protocol, helping to analyze 

network traffic composition. This detailed view assists in identifying the distribution and significance 

of protocols in the captured network data. 

Wireshark's Protocol Hierarchy window provides a structured, hierarchical breakdown of network 

protocols observed in captured packets. It allows for an in-depth analysis of the traffic composition by 

detailing the relationships and dependencies between different protocol layers. This view aids in 

understanding how protocols interact within network flows, as illustrated in Figure 22, offering a 

comprehensive overview of traffic distribution across various protocol layers. 

 
Figure 22: Protocol Hierarchy Analysis: Wireshark Capture Overview 

Figure 23 shows a Wireshark capture of a TCP stream with detailed packet information, including 

sequence and acknowledgment numbers, window size, and options like No-Operation (NOP). 

Highlighted packets indicate TCP retransmissions, signalling potential issues such as packet loss or 

network latency. TCP flags—such as SYN, ACK, and FIN—are visible, reflecting the connection 

establishment, data transfer, and termination processes. Additionally, the hex dump provides packet 

payload data for in-depth analysis of each frame. TCP flags are prominently displayed in the packet 

details pane of Wireshark, offering crucial insights into the status and operation of TCP connection 

protocols. 

 
Figure 23: Understanding TCP flags: Wireshark Packet Details Perspective 
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Figure 24 displays a Wireshark capture of Transport Layer Security (TLS) traffic, focusing on the 

"Change Cipher Spec" message, which marks the switch in encryption during a secure session. The 

packet details pane highlights TLS records and TCP payload data, including hex and ASCII 

representations of the encrypted segment, illustrating the encryption transition during the handshake 

process. 

Wireshark allows users to analyze TLS handshake packets, particularly the "Client Hello" and "Server 

Hello" messages that initiate secure communication by negotiating encryption protocols and cipher 

suites. These handshake details can be inspected through the packet list and details panes, with filters 

to focus on the TLS handshake exchange. 

 
Figure 24: Examining TLS Handshake Analysis in Wireshark: Accessing 'Client Hello' and 'Server 

Hello' Messages 

Figure 25 illustrations HashMyFiles, a utility used for calculating cryptographic hash values to ensure 

file integrity. It displays hash values like MD5, SHA-1, SHA-256, SHA-512, and SHA-384 for each 

file in a structured table. These algorithms are used for purposes ranging from basic checksum 

verification to advanced cryptographic security. Highlighted files, such as "Teleponan" and "device-

details.xml," may be under investigation for integrity verification, comparison, or auditing. Hashing 

plays a crucial role in maintaining data authenticity, detecting file tampering, or verifying the integrity 

of transferred files. 
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Figure 25: Comprehensive File Integrity and Hash Comparison Using HashMyFiles: A Methodology 

for Analyzing and Identifying Security Risks Using Wireshark. 

Wireshark is employed to analyze malware traffic by identifying and examining network 

communications associated with malicious software files that initially went undetected or had zero 

detection by security tools. In this case, the file was not flagged as malicious by any sandboxes or 

security vendors, as illustrated in Figure 26. Wireshark’s capabilities allow for in-depth inspection of 

such undetected threats. 

 
Figure 26: Zero Detection: Sandboxes and Security Vendor Results for Non-Malicious File 

In this instance, the file was flagged as malicious by various sandboxes and security vendors, as shown 

in Figure 27. This indicates that the security tools successfully identified the threat, highlighting their 

effectiveness in detecting potential risks. The detection highlights the importance of using multiple 

security solutions to enhance the overall protection against malware and other cyber threats. An 

evaluation of malicious detection results from various sandboxes and security vendors. This 

assessment demonstrates the effectiveness of these security tools in identifying the threat associated 

with the analyzed file. The findings highlight the importance of utilizing multiple security solutions to 

enhance detection capabilities and improve overall protection against malware and other cyber threats 

in network environments. 

 

 
Figure 27: Malicious Detection Evaluation: Sandboxes and Security Vendors' Assessment 

The Flow Graph window in Wireshark is a robust tool for analyzing network traffic, especially in the 

context of intrusion detection. It provides a visual representation of packet flow between hosts and IP 

addresses, facilitating the identification of trends and potential security risks, as illustrated in Figure 

28. This graphical view enhances the ability to monitor and assess network activity effectively. 
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Figure 28: The Flow Graph window for Intrusion Detection 

Figure 29 illustrates the Conversation section in Wireshark, which shows the entities involved in the 

network communication. It provides detailed information about the number of packets and bytes 

exchanged between the communicating parties. This feature helps in identifying traffic patterns, 

monitoring data flow, and detecting any irregularities or potential security threats within the network. 

 
Figure 29: The conversation section of IPV4 packets for byte exchange 

Figure 30 depicts the TCP Stream Throughput graph, which visualizes the throughput of a single TCP 

stream in one direction, calculated from the selected packet. This graph provides critical insights into 

the data transfer rate over time, helping to assess network performance, detect congestion, and identify 

any abnormalities in the TCP stream’s behavior, essential for optimizing traffic analysis and 

troubleshooting. 

 
Figure 30: TCP Stream Graph and Throughput Window for Intrusion Detection 

Figure 31 illustrates Wireshark's TCP Stream Graph and Throughput Graph, tools that provide detailed 

visual analysis of TCP communication and network performance. These graphs enable users to 
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evaluate data transmission efficiency, monitor packet flow, detect bottlenecks, and identify 

retransmissions or delays. Such insights are critical for diagnosing network issues and optimizing TCP 

connections in real-time. The TCP Stream Graph shows the progression of packets between sender 

and receiver, revealing delays or retransmissions. The Throughput Graph highlights data transfer rate 

fluctuations, aiding in diagnosing congestion and performance drops. Wireshark offers network 

engineers real-time tools to assess traffic, optimize bandwidth, and improve overall performance 

through detailed packet analysis. 

 
Figure 31: TCP StreamGraph and Throughput Graph 

 

6.  Results and Discussion 

Wireshark captures real-time data packets from the network, storing them in .pcap files for detailed 

analysis. Along with Snort, an open-source intrusion detection system compatible with both Windows 

and Linux, Wireshark is widely used for developing intrusion detection systems. It provides a 

comprehensive visual representation of network elements, including IP addresses, protocols, 

timestamps, header lengths, and service categories, with payload data in hexadecimal format and 

header data in decimal format. The I/O graph in Wireshark plots the number of packets captured per 

second on the y-axis against time on the x-axis. For example, ping requests are sent to the victim's IP 

address (208.67.222.222) from the attacker's IP address (192.168.128.27), as shown in Fig. 13. The 

flow graph visually represents network traffic, including IP addresses, port numbers, and protocols, 

aiding in network troubleshooting and traffic analysis. Wireshark’s expert information flags issues like 

malformed packets, marked in red according to its coloring rules (e.g., bad TCP packets in Fig. 20), 

which raises suspicions. Additionally, Wireshark helps analyze malware traffic by identifying network 

communications linked to malicious software, even when undetected by sandboxes or security 

vendors, as shown in Figs. 26 and 27. Wireshark also supports network file  integrity analysis through 

external hashing tools, as depicted in Fig. 25. For connection stability, the Throughput Graph window 

of the TCP stream graphs helps evaluate throughput, as shown in Fig. 31. 

Our evaluation reveals that SNORT and WIRESHARK are effective intrusion detection tools in 

modern network environments, but continuous improvements and integrations are crucial for 

maintaining their efficacy in protecting critical assets and data. Enterprises can enhance their network 

monitoring and defense against online threats by adopting these tools. 

 

7.  Conclusion and Future Scope 

Wireshark is a powerful tool for detecting network intrusions, offering advanced features such as 

display filters, I/O graphs, color-coded packet identification, and detailed traffic analysis. In today’s 

digital landscape, network security is critical, and proactive monitoring is essential for identifying and 

preventing cyber threats. Integrating Wireshark with Snort, a leading Intrusion Detection System 
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(IDS), allows for efficient traffic analysis and enhanced network protection. This paper examines 

Snort's IDS, which uses a rule-based detection engine to identify malicious traffic patterns through 

tools like the flow graph window. Snort logs suspicious data packets and alert messages, which are 

then exported to Wireshark for in-depth packet-level analysis. This integration enables effective 

correlation of events and detection of security breaches. Our evaluation highlights the effectiveness of 

Snort and Wireshark as IDS tools, emphasizing their combined ability to detect both known 

vulnerabilities and emerging threats. By leveraging Snort's signature-based detection with Wireshark's 

packet inspection capabilities, these tools provide comprehensive defense mechanisms to safeguard 

network infrastructures against cyberattacks. 

Wireshark, when utilized alongside Snort, Syslog, and other intrusion detection mechanisms, cannot 

independently manage network intrusions. This research focuses on capturing real-time network traffic 

and analyzing packets using Wireshark and Snort. While Wireshark excels in traffic analysis, it lacks 

the capability to alert users or take corrective actions against unauthorized access attempts. Intrusion 

Detection Systems (IDS) are critical for identifying suspicious activities and mitigating potential risks. 

Current signature-based IDS solutions often face performance limitations, such as slow processing 

speeds and high memory usage. In my forthcoming research, we will compare various traffic analysis 

tools, emphasizing Wireshark's advantages as a network protocol analyzer across multiple domains. 

We propose enhancing its functionality by integrating additional utilities into the source code to 

improve alert generation and heuristic detection. Evaluating Snort and Wireshark as IDS tools provides 

a solid foundation for advancing network security. While both tools are vital for analyzing network 

traffic and identifying cyber threats, their effectiveness hinges on continuous innovation to address 

evolving attack vectors. The future of Snort and Wireshark as IDS solutions depends on their ability 

to enhance real-time detection capabilities and deliver comprehensive network traffic visibility, all 

while tackling challenges related to scalability and usability. Ongoing research and development are 

essential to ensure these tools remain effective in safeguarding network infrastructures against 

malicious activities. 
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