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ABSTRACT 

Outsourced storage such as cloud storage can significantly reduce the burden of data management of 

data owners. Despite of a long list of merits of cloud storage, it triggers many security risks at the same time. 

Data integrity, one of the most burning challenges in secure cloud storage, is a fundamental and pivotal 

element in outsourcing services. Outsourced data auditing protocols enable a verifier to efficiently check the 

integrity of the outsourced files without downloading the entire file from the cloud, which can dramatically 

reduce the communication overhead between the cloud server and the verifier. Existing protocols are mostly 

based on public key infrastructure or an exact identity, which lacks flexibility of key management. In this 

paper, we seek to address the complex key management challenge in cloud data integrity checking by 

introducing attribute-based cloud data auditing, where users can upload files to cloud through some 

customized attribute set and specify some designated auditors set to check the integrity of the outsourced 

data. We formalize the system model and the security model for this new primitive and describe a concrete 

construction of attribute-based cloud data integrity auditing protocol. The new protocol offers desirable 

properties namely attribute privacy- preserving and collusion-resistance. We prove soundness of our 

protocol based onthe computational Diffie- Hellman assumption and the discrete logarithm assumption. 

Finally, we develop a prototype of the protocol which demonstrates the practicality of the protocol. 

I. INTRODUCTION 

Cloud storage, one of the most basic services of IaaS [1], is a configurable data storage model that enables 

data owners to store their files in the cloud without retaining a local copy, which greatly reduces data owners’ 

storage and management burden of local files. Moreover, itis quite convenient for users to retrieve their files 

via terminals which have cloud access, such as mobile phones and tablet PCs. Cloud storage services have a 

number of significant advantages compared with traditional storage approaches, such as anytime and 

anywhere access, location independent, on-demand services, flexible resources. Currently, an increasing 

number of individuals and enterprises are enjoying the convenience provided by cloud storage. Cloud storage 
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provides convenient, fast and unlimited capacity IT services to its users. However, due to the separation 

between data ownership and data management, cloud storageintroduces some new data security challenges 

since data are hosted by cloud servers rather than data owners themselves. The cloud servers are not fully 

trusted. Any accidental data deletion by the cloud server, or worse, a physical catastrophe such as a fire or 

earthquake, might lead to permanent loss of users’ data. This is not exaggerating the dangers to frighten 

people. Symantec, a well-known information security company, reported a survey and showed that 43% of 

respondents experienced cloud data loss accidents and had to recover the data from backups1. Thus, it is fair 

to claim that data integrity is the premise and basis of reliable cloud computing as well as bigdata analysis. 

If the integrity of cloud data is not ensured, the correctness of big data analysis and cloud computing cannot 

be guaranteed. As a consequence, data owners require a strong integrity guarantee of their outsourced data to 

make sure the cloud servers store their data correctly. 

In order to address the issue mentioned above, the concept of cloud data integrity auditing was presented, 

which can be mainly divided into two categories, namely Proof of Retrievability (PoR) and Provable Data 

Possession (PDP). PDP is a probabilistic detection protocol which employs randomly sampled data blocks 

rather than the entire file to perform cloud data integrity checking, which is more efficient than the 

deterministic auditing protocols [2], especially for large files. PoR protocols, similar to PDP, can not only 

detect the integrity of cloud data but also provide data retrievability. By using error-correction coding 

techniques, PoR can improve the storage reliability. Both PDP protocols and PoR protocols are challenge- 

response protocols, where homomorphic verifiable authenticators are employed to reduce the communication 

and computation costs between cloud server and Third- Party Auditor (TPA) when conducting the cloud data 

auditing protocols. In order to address the issue mentioned above, the concept of cloud data integrity auditing 

was presented, which can be mainly divided into two categories, namely Proof of Retrievability (PoR) and 

Provable Data Possession (PDP). PDP is a probabilistic detection protocol which employs randomly sampled 

data blocks rather than the entire file to perform cloud data integrity checking, which is more efficient than 

the deterministic auditing protocols [2], especially for large files. PoR protocols, similar to PDP, can not only 

detect the integrity of cloud data but also provide data retrievability. By using error-correction coding 

techniques, PoR can improve the storage reliability. Both PDP protocols and PoR protocols are challenge- 

response protocols, where homomorphic verifiable authenticators are employed to reduce the communication 

and computation costs between cloud server and Third- Party Auditor (TPA) when conducting the cloud data 

auditing protocols. 

2. LITERATURE SURVEY 
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Deswarte et al. [2] put forward the con-cept of remote data integrity checking for the first   time and presented 

a scheme based on RSA. Filho et al. 

[3] put forward a new protocol, which can greatly improve the date integrity auditing efficiency, that is, it 

costs 20 seconds for 1MB file. Yamamoto et al. [4] proposed an efficient scheme by offering batch processing 

[5] based on the homomorphic hash function. The similar technique was employed in Sebe [6], in which they 

proposed a Diffie-Hellman protocol based on group Zp but the length of each data block is limited and the 

storage overhead of the client is O(n). Juels et al. [7] came up with the concept of PoR and described a 

concrete protocol by inserting some special blocks, named sentinels, intothe original file. The cloud server 

is challenged by verifying some sentinels. Ateniese et al. [8] [9] proposed a PDP protocol based on 

homomorphic verifiable tag (HVT). HVT can aggregate responses of n challenged blocks into a single value, 

which can significantly reduce the communication cost of cloud server and TPA. Erway et al. [10] gave a 

framework supporting dynamic PDP by extending the protocol in [8], and proposed an efficient construction. 

Shacham and Waters [11] presented two PoR schemes using homomorphic message authentication code and 

BLS short signature [12]. The previous one supports private verification, while the latter one supports public 

verification. Recently, a variety of cloud data integrity auditing protocols with various eye-catching properties 

have been proposed such as supporting dynamic operations auditing [13], privacy-preserving auditing [14], 

[15], [16], public auditing [17], [18], and multiple copies auditing [19]. The aforementioned protocols are 

based on public key infrastructure (PKI), which consists of a set of roles, policies and procedures that needed 

to issue, manage, distribute, store and revoke digital certificates. The most commonly adopted digital 

certificate in our daily life is X.509 certificates, an ITU-T standard for a PKI and privilege management 

infrastructure. However, there are three weaknesses when involving PKI based protocols. Firstly, the 

generation, management and revocation of digital certificates requires a highly complicated structure. 

Secondly, a PKI system is a tree structure and the authentication to the current CA relies on its parent CA. 

Thus, the root CA is a trusted center and self-signed, which is vulnerable since compromising root CA means 

all the related certificates should be reissued. Thirdly, the certificates issued by a CA may not secure enough 

to ensure the security of one’s secret key. For example, Dell’s selfroot certificate was reported to expose 

users’ encrypted data to spy in 2015. 2. In order to reduce the complexity of certificate management in PKI, 

identity based (ID-based) cryptology [20] was proposed by Shamir, in which the secret key binds with the 

user’s identity. Therefore, users can communicate without exchanging digital certifications. 

Due to the flexibility in key management, ID-based cryptology has been widely adopted in a variety of 

primitives, including in cloud data integrity auditing protocols. A number of ID- based cloud data auditing 
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protocols have been proposed such as [22]. The most used identity information in existing ID-based cloud 

data auditing protocols is an arbitrary bit string chosen by a user, such as names, IP and E-mail, which can 

be viewed as a text-based recognition related to the combinations of characters and numbers. With this 

identity information, one can register for a private key binding to his/her identity from the private key 

generation center. There are three weaknesses when making use of ID-based protocols. Firstly, identity 

might not be unique if identity information is not chosen properly. For example, the name “Nancy Helen” 

is probably not unique. Secondly, a user needs to “prove” to the private key generator centre that the claimed 

identities indeed belong to him, which is typically verified by providing some additional documents such as 

one’s passport or identity card. However, these supplementary documents themselves are subject to forgery. 

Thirdly, one has to keep in mind his/her identity information even sometimes an identity is too long to 

remember. We seek to address the issue mentioned above by proposing an alternative named attribute-based 

cloud data integrity auditing. Different from the previous work that attribute-based cryptography is used to 

realize data sharing [25], [26] or access control [27] in a cloud environment. The notion of an attribute-based 

cloud data auditing protocol is a generalization of fuzzy identity- based cloud data auditing protocol [28]. 

In this primitive, it allows cloud users to define some attribute sets such as name, age and select a subset of 

those attributes to generate private keys to generate the metadata of the files which need outsourcing rather 

than some inherent attribute [28]. When it comes to auditing phase, the cloud users can designate a certain 

group of people with a set of similar attributes to execute the cloud data integrity checking. 

Compared with traditional cloud data integrity checking, the advantages of attribute- based data integrity 

auditing protocols are as follows. Firstly, an attribute-based cloud data auditing protocol enables the data 

owners to specify the scope of the auditors, which avoids the situation of single- point failure in traditional 

protocols which has a single TPA. Secondly, an attribute-based cloud data auditing scheme allows users to 

select their attribute sets when uploading files. Generally speaking, one with n atomic attributes can enjoy 

2n combined attributes to manipulate the file. This can be implemented by an attribute-based data auditing 

scheme with the key size O(n), rather than O(2n) if employing traditional data auditing schemes. Thus, 

attribute-based cloud data integrity protocols are more flexible and practical compared with the traditional 

proposals in many real- world scenarios. 

Contributions in this paper, we attempt to simplify the key management issue of traditional cloud data 

integrity auditing protocols by incorporating attribute-based cryptography. Our contributions are three-fold. 

1) We propose the notion of attribute- based cloud data integrity auditing, where users can choose some 

arbitrary attributes to generate private keys and upload files to cloud server. Moreover, the data owners can 
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specify the set of auditors who are able to check the integrity of the outsourced data. 2) We formalize the 

system model as well as the security model of this new primitive to ensure the security named soundness of 

cloud data integrity auditing. 3) We describe a concrete construction of attribute-based cloud data integrity 

auditing protocol. We then prove the security of the protocol under Shechem-Waters game- based proof 

framework [11]. 

3. PROPOSED METHOD 

An attribute-based signature (ABS) [33] involves two entities, key generation center (KGC) and a user. KGC 

is responsible for generating the corresponding secret key for a user with the claimed attribute set. Upon 

receiving secret key from KGC, a user can generate an attribute-based signature. This primitive consists of 

the following four algorithms. 

Setup(k): This is a probabilistic algorithm, which takes a security parameter k as input and outputs the master 

key MK as well as the public parameter PK. 

Extract (MK,A): This is a probabilistic algorithmwhich takes a master key MK and an attribute set A as 

input. It generates secret key SKA for the user. Sign (PK; SKA;_;M): This is a probabilistic algorithm 

which takes the public parameter PK, a secret key SKA, a predicate _ and a message M as input. It outputs 

a signature. 

Verify (PK, B, M): This is a deterministic algorithm which takes the public parameter PK, an attribute set B, 

a predicate, the message M and its alleged signature as input. It returns 1 or 0 to indicate the signature is 

valid or not. 



 

 

Industrial Engineering Journal 

ISSN: 0970-2555   

Volume : 53, Issue 11, November : 2024 
 

UGC CARE Group-1                                                                                                          106  

 

An attribute-based cloud data integrity auditing protocol should satisfy the following properties 

1) Correctness. Correctness states that for a valid proof, which is generated by the Response algorithm, the 

Verify algorithm can accept it with an overwhelming probability. 

2) 2) Soundness: Soundness requires that, any cheating prover, who can generate a valid proof that can pass 

the Verify algorithm is actually storing the challenged file. In other words, there is no adversary, who 

does not tear the file, can generate a valid proof of the challenge. 

3) Collusion resistance. Collusion resistance indicates that a group of users can complete cloud data auditing 

if at least one individual has the permission to do so. In other words, if a group of users cannot generate a 

valid response individually, the advantage to output a valid response will not increase even all the users 

collude. Note that in the security model of Soundness, the adversary can make Extract queries to inquire 

the private key of selected attributes, where the overlap of the selected attributes and the set of challenge 

attributes must be less than d. This is resemble the collusion resistance scenario. Therefore, in the security 

model of Soundness, the adversary has the ability to perform collusion attack. Thus, the property of 

collusion resistance holds naturally if the property of Soundness holds. 

Fig. 1. The system model of attribute- based data integrity auditing protocol 
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4) Attribute privacy-preserving. An attribute- based cloud data integrity auditing protocol should satisfy the 

following properties [11] 

1.) Correctness: Correctness states that for a valid proof, which is generated by the Response algorithm, the 

Verify algorithm can accept it with an overwhelming probability. 2) Soundness. Soundness requires that, 

any cheating prover, who can generate a valid proof that can pass the Verify algorithm is actually storing 

the challenged file. In other words, there is no adversary, who does not store the file, can generate a valid 

proof of the challenge. 3) Collusion resistance. Collusion resistance indicates that a group of users can 

complete cloud data auditing if at least one individual has the permission to do so. In other words, if a 

group of users cannot generate a valid response individually, the advantage to output a valid response 

will not increase even all the users collude. Note that in the security model of Soundness, the adversary can 

make Extract queries to inquire the private key of selected attributes, where the overlap of the selected attributes 

and the set of challenge attributes must be less than d. This is resemble the collusion resistance scenario. Therefore, 

in the security model of Soundness, the adversary has the ability to perform collusion attack. Thus, the property 

of collusion resistance holds naturally if the property of Soundness holds. 

5) Attribute privacy-preserving: Attribute privacy preserving property denotes that, during cloud data 

auditing phase, TPA cannot deduce the set of attributes used by users to upload the file except the d 

common attributes selected by cloud server. Therefore, we require that if TPA can guess the user’s 

attribute from the response, it can also complete the deduction when only given the intersection with d 

attributes. This property ensures that only the intersection attributes selected by the cloud server are 

possibly revealed to TPA when executing the challenge-response protocol. The proposed attribute-based 

cloud data integrity auditing protocol consists of three procedures, namely Enroll, Store and Audit. Enroll 

phase involves the cloud user and a KGC following Setup and Extract algorithm. The user chooses some 

attributes set and submits it to KGC. KGC checks the validity and generates the corresponding private 

key for the cloud user with the master secret key with Extract algorithm. Store phase involves the cloud 

user and the cloud server with Metadata algorithm. The user preprocesses the File F to be uploaded into 

F. Then generates the file tag and block authenticators using the private key using MetadataGen 

algorithm. After that, the cloud user uploads the metadata to the cloud server and deletes the local copy. 

The Audit phase involves an auditor (or the cloud user), cloud server and a TPA. The auditor sends his 

own attribute set to the TPA as an audit request and TPA runs the Challenge- Response protocol with 

cloud server to check the integrity of the file stored on the sever. TPA firstly generates a challenge and 

forwards audit request as well as the challenge set to cloud server. Upon receiving the challenge 

fromTPA, the cloud server checks the overlap attribute set between the cloud user’s and the auditors. If 
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the number of intersections is less than the auditing precision d, which is set by the cloud user in Setup 

phase, cloud server emits failure and returns signature. Otherwise, cloud server generates a response with 

the challenged file F together with the corresponding block authenticators. To achieve user privacy- 

preserving, the cloud server first chooses an intersection of A and B with d elements and converts the 

response accordingly to prevent TPA learning the signer’s attributes outside A U B and forwards the 

converted response to TPA. Finally, TPA verifies the response and returns the auditing result to the user. 

4. CONCLUSION 

In the past few years, cloud data integrity has drawn much attention from both academia and industry. In 

this paper, we propose an attribute- based cloud data integrity auditing protocol, for the first time, to 

simplify the key management issue in traditional cloud data auditing schemes. We formalize the system 

model and security model for this new primitive. Subsequently, a concrete construction is presented by 

involving the idea of attribute-based cryptography. The proposed protocol can achieve the property of 

soundness, attribute privacy- preserving and collusion resistance. We prove the soundness of the protocol 

under Shacham - Waters game-based proof framework. The implementation illustrates the practicality and 

efficiency of the new proposal. 
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