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ABSTRACT

Internet of factors (IoT) is the interconnection of bodily objects or gadgets which can
transmit and obtain facts via the net with out human involvement. With the advancement in loT
gadgets particularly in healthcare region, massive quantity of statistics is collected from one-of-
a-kind sensors and all this facts are transferred and saved in cloud. It will become difficult to
handle such huge quantity of statistics in cloud especially the healthcare facts wherein it requires
actual time information computation and storage. safety of the statistics is also predominant
mission in cloud. Fog computing is the solution to triumph over the demanding situations. Fog
nodes works at the edge side and enhances facts protection, accuracy, consistency and reduces
the latency rate that is an important issue for application like scientific statistics. Implementation
paintings is likewise defined inside the paper in which a digital human temperature sensor device
is built the use of DS18B20 temperature sensor. The records gathered from it's far being
encrypted in fog node the use of strengthen Encryption popular(AES) algorithm and it's miles
send to cloud. therefore, the security of the fitness care data is more suitable the usage of Fog

computing.

1. INTRODUCTION
In the world of technology where we are living in, almost all the devices are connected to

internet. The number of 10T devices are increasing in an exponential rate and all these devices
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are relying on cloud computing system for data computation and storage. It becomes a bottle

neck problem when it comes to realtime data operation which is the major drawback in the
existing 10T healthcare system [1]. In order to overcome the problem Fog Computing concept
has been introduced. Fog Computing [2] in an archetype that extends the cloud computing
platform. Fog acts as a middle layer between the cloud server and the end devices. It is not the
complete replacement of cloud, rather it Figl: Fog Computing Architecture [3] complements the
functionality of cloud. Fog works closer to the edge devices and provides computing resources to
these devices. Fog computing overcomes the scalability and reliability issues which is there in
the traditional loT-cloud architecture. Since Fog nodes works at the edge side and more
geographically distributed as in (Fig:1), it enhances data security [4][5], accuracy, consistency
and reduces the latency rate which is an important factor for application like medical data. As

well as the overall bandwidth to cloud is saved, thus achieving better quality of service(QoS).

2. LITERATURE SURVEY

Title: Enhancing Data Security in 10T Healthcare Services using Fog Computing
Authors: Saloni Alhat, Nikita Bangal, Aishwarya Gaikwad, Smita Khairnar

Abstract: Security of the data is also major challenge in cloud. Fog computing is the answer to
overcome the challenges. Fog node works at the edge side and enhances data security, accuracy,
consistency and reduces the latency rate which is an important factor for application like medical
data. In this paper we will detect the heart disease by using sensors and pulse rate. The data
detected will be stored in the fog node .The result would be display by the system as well as
report will be sent through mail to the patient. The data collected from it is being encrypted in
fog node using Advance Encryption Standard (AES) algorithm and it is send to cloud. Therefore,

the security of the health care data is enhanced using Fog computing.

TITLE: Analysis of Positive Contribution and Risks Sources with Security for Healthcare
loT

AUTHORS: J N S S Janardhana Naidu, Dr.E.N.Ganesh
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ABSTRACT: An equipment corporation does not, however, except an loT based Healthcare

Corporation from complying with the laws appropriate to its operating section which safeguard
individual data. The final outcome is in healthcare solutions needing protection and solitude.
There are many advanced mechanisms addressing these concerns, but they have been built in the
background of integrated hospitals and care contributors, where resources, computing capacity,
announcements and electrical power are available to ensure exceedingly vigorous health. Which
include technological (low processing speed, restricted resources, sporadic communication)
organizational. It then provides an indication of some of the major frameworks, followed by a

measurement of how this is restricted within an 10T based Healthcare systems.
TITLE: Smart healthcare 10T applications based on fog computing
AUTHORS: Vu Khanh Quy, Nguyen Van Hau, Dang Van Anh & Le Anh Ngo

ABSTRACT: The history of human development has proven that medical and healthcare
applications for humanity always are the main driving force behind the development of science
and technology. The advent of Cloud technology for the first time allows providing systems
infrastructure as a service, platform as a service and software as a service. Cloud technology has
dominated healthcare information systems for decades now. However, one limitation of cloud-
based applications is the high service response time. In some emergency scenarios, the control
and monitoring of patient status, decision-making with related resources are limited such as
hospital, ambulance, doctor, medical conditions in seconds and has a direct impact on the life of
patients. To solve these challenges, optimal computing technologies have been proposed such as
cloud computing, edge computing, and fog computing technologies. In this article, we make a
comparison between computing technologies. Then, we present a common architectural
framework based on fog computing for Internet of Health Things (Fog-loHT) applications.
Besides, we also indicate possible applications and challenges in integrating fog computing into
loT Healthcare applications. The analysis results indicated that there is huge potential for loHT
applications based on fog computing. We hope, this study will be an important guide for the
future development of fog-based Healthcare IoT applications.

3. PROBLEM STATEMENT
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Currently fog uses the Decoy system [10][11] as a security service from malicious attacker. Like
in Cloud, Fog uses this method to trick the attacker by providing fake data when they try to
extract the data. In the decoy system the user has to sign up then login, while logging in the
system will ask security questions related to information given while signing up. So when an
attacker tries to login her/she will be trapped with the question and the system will give back
spurious file which is very such similar to the original file and when the attacker tries to
download it will turn out to be a fake data. But there is chance that the attacker might guess the

questions right. Therefore, this system is not a very good way of securing data

4. PROPOSED SYSTEM
In the proposed system a three tier architecture [12] [13] model is considered as in fig2. First
layer will be the Edge devices which will collect the data and this data will be transferred to the
middle layer. The middle layer will be the fog layer; encryption process of the collected data will
be performed in this layer. The encrypted data from the middle layer will then be send to the
third layer which is the cloud layer. In the cloud the final encrypted data will be permanently

stored.

5. SYSTEM ARCHITECTURE
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6. IMPLEMENTATION
6.1 Data Encryption Module: This module focuses on encrypting sensitive data transmitted
between 10T devices and fog nodes, as well as fog nodes and cloud servers. Encryption ensures

that even if the data is intercepted, it remains unintelligible to unauthorized users.

6.2 Access Control Module: This module manages access permissions to loT healthcare
services and data. It enforces role-based access control (RBAC) or other access control
mechanisms to ensure that only authorized personnel can access specific data and functionalities.

6.3 Authentication Module: The authentication module verifies the identity of users, loT
devices, and fog nodes before granting access to sensitive data or services. It can use techniques

like username-password authentication, multi-factor authentication (MFA), or digital certificates.

6.4 Secure Communication Module: This module ensures secure communication channels
between 10T devices, fog nodes, and cloud servers. It may implement protocols like HTTPS,
SSL/TLS, or other secure communication protocols to protect data during transit.
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8. CONCLUSION
Fog computing architecture is able to overcome the security challenges of the traditional loT

cloud architecture to some extent. By introducing fog as a middle layer and performing at the
edge side it enhances data security, accuracy, consistency, reduces the latency rate and enhances
the overall quality of service. In the near future loT-Fog-cloud architecture will be widely used
as more and more 0T devices are developed and the increasing demand for fast computation.
The implementation can be enhanced in future by developing a reliable real time data monitoring
system application with the mentioned architecture as a core. And to give a computational prove

of how much fog can enhance the traditional loTCloud architecture.

9. FUTURE WORK
Fog computing architecture is able to overcome the security challenges of the traditional loT
cloud architecture to some extent. By introducing fog as a middle layer and performing at the
edge side it enhances data security, accuracy, consistency, reduces the latency rate and enhances
the overall quality of service. In the near future loT-Fog-cloud architecture will be widely used
as more and more 0T devices are developed and the increasing demand for fast computation.
The implementation can be enhanced in future by developing a reliable real time data monitoring
system application with the mentioned architecture as a core. And to give a computational prove

of how much fog can enhance the traditional loTCloud architecture.
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