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ABSTRACT 

The rapid expansion of Internet of Things (IoT) technology has fundamentally transformed residential 

environments, giving rise to the modern smart home. This survey provides a thorough examination of IoT-

based smart home systems, synthesizing findings from recent scholarly works spanning 2020–2025. We 

explore foundational IoT concepts and architectural layers, analyse diverse application domains including 

healthcare, energy management, security, and home automation, and examine the enabling technologies 

that make these systems possible. Architecture components — layered models, sensing frameworks, 

communication stacks, and data processing pipelines — are reviewed in depth. Special attention is given 

to security vulnerabilities and privacy challenges inherent in connected home environments, alongside a 

critical review of proposed countermeasures. The survey further addresses device interoperability, large-

scale data storage, and the absence of universal standards, aiming to serve as a reliable reference for 

researchers and practitioners at the intersection of IoT and residential automation. 
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1. Introduction 

The Internet has profoundly reshaped human life by offering connectivity to anyone, anywhere, at any 

time. Over the past decade, falling costs of sensors, processors, and transceivers have made it increasingly 

feasible to embed intelligence into everyday objects, giving birth to the Internet of Things (IoT) — a 

paradigm where physical objects connect to the internet through defined protocols, enabling them to 

communicate, collect data, and act autonomously [6]. 
 

IoT extends traditional internet services beyond computers and smartphones to encompass a vast, 

heterogeneous network of physical things — from furniture and vehicles to home appliances and industrial 

machinery. These objects engage in device-to-device and device-to-human communication, creating a 

world where data flows continuously between the physical and digital realms [1]. 
 

One of the most prominent consumer-facing applications of IoT is the smart home — a residence where 

automated or remotely controlled management of household devices enhances convenience, energy 

efficiency, security, and overall quality of life [4]. Unlike earlier generations of standalone home 

automation, IoT removes constraints by establishing standardized communication pathways among smart 

thermostats, lighting systems, security cameras, and appliances, enabling a genuinely integrated living 

environment [7]. 
 

This paper is organized as follows: Section II covers IoT architecture; Section III details smart home 

applications; Section IV examines enabling technologies; Section V discusses system design; Section VI 
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covers security risks; Section VII addresses privacy; Section VIII reviews solutions; Section IX presents 

challenges; Section X discusses future directions; and Section XI concludes. 
 

2. Internet of Things: Concepts and Architecture 

 

2.1 The Concept of IoT 

The term "Internet of Things" was coined by Kevin Ashton in 1999. IoT is broadly defined as the global 

interconnection of physical objects through embedded sensors, actuators, and network connectivity, 

exchanging data via protocols such as Wi-Fi, ZigBee, RFID, and Bluetooth, enabling autonomous 

operation [2]. Recent projections estimate that the number of connected devices will exceed 50 billion by 

2025, underscoring the extraordinary scale at which this technology is proliferating [5]. 
 

2.2 IoT Architecture 

The architecture of IoT is described through a five-layer model [8][9]: 
 

Sensing / Perception Layer: Forms the foundation of any IoT system. It consists of sensors and actuators 

that collect physical environment data — temperature, humidity, motion, smoke, light, and video. 

Microcontrollers such as ESP32, Arduino, and Raspberry Pi interface directly with these sensing devices 

[8]. 
 

Network / Communication Layer: Receives raw sensor data and facilitates its transmission to higher 

layers via Wi-Fi, ZigBee, Bluetooth, or MQTT. This layer governs the responsiveness and reliability of 

the home automation solution [8]. 
 

Data Processing Layer: Analyses and interprets sensor data locally (on edge devices) or remotely (on 

cloud servers), applying predefined rules or machine learning algorithms to automate decision-making 

[8]. 
 

Application Layer: Delivers processed information to end users through dashboards, security alerts, 

energy monitors, and remote appliance control via mobile apps, web portals, or voice assistants [6][8]. 
 

Security Layer: Operates as a cross-cutting concern across all other layers, integrating encryption, 

authentication, and access control to protect user data and ensure safe system operation [8]. 
 

3. Smart Home: Concepts and Applications 

 

3.1 Defining the Smart Home 

A smart home — or domotics system — is a residence equipped with devices that can be monitored and 

controlled automatically or remotely via laptops, smartphones, or dedicated IoT applications [2]. It 

comprises three essential components: intelligent fixtures within the home, a local home network enabling 

data sharing, and a residential gateway connecting the home to the internet [1]. 
 

Suprayitno et al. [9] demonstrated this capability concretely, successfully testing monitoring and control 

of a smart home prototype from distances ranging from 5 meters to 17,466 km with no degradation in 

communication reliability — provided internet connectivity was maintained. 
 

3.2 Application Domains 
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Healthcare and Eldercare: IoT sensors continuously monitor residents’ health indicators, enabling early 

detection of medical conditions — particularly valuable for elderly and physically challenged individuals 

who benefit from real-time oversight without constant human presence [2][12]. 
 

Security: Smart security systems leverage cameras, motion detectors, RFID-based access control, smoke 

alarms, and intrusion detection sensors to protect homes from theft, fire, and unauthorized entry. Residents 

receive real-time notifications via email or mobile apps when anomalies are detected [1][8]. 
 

Energy Management: Smart thermostats, automated lighting, and HVAC frameworks learn resident 

behaviour patterns and optimize energy usage accordingly, producing measurable energy savings [11]. 
 

Water Management: IoT-enabled systems track consumption in real time, identify leakages, and regulate 

irrigation systems, promoting efficient use of water resources [2]. 
 

Home Automation and Convenience: Lights, fans, air conditioners, door locks, and entertainment 

systems can be controlled automatically via sensor inputs or remotely through mobile applications [4][8]. 
 

4. Enabling Technologies for IoT Smart Homes 

 

4.1 Hardware Platforms 

Microcontrollers and single-board computers — including Arduino, ESP32, ESP8266, NodeMCU, and 

Raspberry Pi — are the primary processing units in smart home implementations. The NodeMCU 

ESP8266 was employed by Suprayitno et al. [9] as the main microcontroller in a working prototype. 

Suprayitno et al. further reported that the HC-SR04 proximity sensor and LM35 temperature sensor 

achieved average accuracies of 98.22% and 98.50%, respectively, when compared against industrial-

standard instruments [9]. 
 

4.2 Communication Protocols 

Wi-Fi: Provides high-bandwidth connectivity universally available in modern homes, but consumes 

relatively more power compared to alternatives. 
 

Bluetooth / BLE: Serves short-range, low-power applications. BLE is especially suited to battery-

powered sensor nodes. 
 

ZigBee: Operates in the 2.4 GHz band and supports large mesh networks with low power consumption 

— ideal for dense sensor deployments. 
 

Z-Wave: Operates below 1 GHz with strong manufacturer interoperability; popular for consumer smart 

home products. 
 

MQTT: A lightweight publish-subscribe messaging protocol suited to constrained IoT environments with 

limited bandwidth [2][3]. 
 

Table 1: Comparison of Home Automation Communication Methodologies 

 

Parameter IoT (Internet) Wi-Fi Bluetooth 

Cost High Moderate Low 
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Range Global ~40 m ~10 m 

Data Speed Slow Slow High 

Power Usage High Moderate Low 

Setup Complexity High Moderate Low 

 

4.3 Cloud Computing and Edge Processing 

Cloud computing provides scalable, secure storage, processing power, and data analytics for IoT smart 

homes. Platforms like Blynk and Firebase enable remote access and control [9][10]. Edge computing 

complements cloud by processing data closer to the source, reducing latency and enhancing real-time 

responsiveness while improving privacy by minimizing sensitive data transmission to remote servers 

[7][8]. 
 

4.4 Artificial Intelligence and Machine Learning 

AI and ML techniques enhance automation and personalize user experiences. Machine learning algorithms 

optimize energy usage based on historical data, weather forecasts, and occupancy patterns [7]. Zhang et 

al. [13] developed a context-aware system adapting to user preferences using machine learning, while 

Gupta et al. explored deep learning for activity recognition and anomaly detection. 
 

4.5 Voice and Mobile Interfaces 

Voice assistants such as Amazon Alexa, Google Assistant, and Apple Siri enable hands-free control of 

lights, temperature, and other connected devices [7]. Mobile applications complement this with real-time 

monitoring, scheduling, and customization on smartphones or tablets [8]. 
 

5. System Design and Algorithm Frameworks 

 

5.1 Mathematical Foundations 

Kumar and Aparna [8] present mathematical models for analyzing energy efficiency, sensor data handling, 

and communication performance. The total energy model is expressed as E = Σ(Pᵢ × tᵢ), where Pᵢ is 

appliance power in watts and tᵢ is usage time in hours. Sensor data filtering uses a moving average Yₜ = 

(1/N) Σ xₜ₋ₖ to smooth noise in raw readings. Network latency is modeled as L = t_tx + t_prop + t_proc, 

where each term represents transmission, propagation, and processing delays respectively. 
 

5.2 Control Algorithm Design 

The core smart home control workflow follows an eleven-step cycle: initialize IoT devices; monitor sensor 

readings continuously; transmit data to the cloud or controller; process data against predefined thresholds; 

generate actuator control commands; send commands to actuators; update the user interface in real time; 

log events; repeat the cycle; implement security checks and encryption; and enable authorized remote 

access and override. Actuator output follows a threshold logic: u(t) = 1 (on) when s(t) ≥ θ, and 0 (off) 

otherwise [8]. 
 

5.3 Prototype Implementations 

Suprayitno et al. [9] developed a prototype integrating Node MCU ESP8266, HC-SR04 proximity sensor, 

LM35 temperature sensor, relay-controlled fans and lights, and a servo motor for door automation, with 

Android interfaces built on Blynk and MIT App Inventor. George [10] reviews three paradigms: 
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IoT/smartphone-based systems using embedded microweb server with Arduino Ethernet; Wi-Fi systems 

using ESP8266 with Firebase; and Bluetooth systems using Arduino BT boards with Android apps. 
 

6. Security Risks in IoT Smart Homes 

 

6.1 Overview of Security Challenges 

The pervasiveness of connected devices in smart home environments creates an expansive attack surface. 

IoT devices are often resource-constrained, running with limited memory and processing power that 

precludes robust security mechanisms. Combined with the intimate nature of home-generated data, this 

makes smart home security critically important [5]. Security challenges span physical security, device 

security, data security, network security, privacy concerns, and regulatory compliance [5]. 
 

6.2 Key Security Vulnerabilities 

Inadequate Authentication: Many IoT devices ship with default credentials that users rarely change, 

providing trivial entry points for unauthorized access or data exfiltration [5]. 
 

Poor Encryption: Weak or absent encryption leaves transmissions open to interception, potentially 

exposing location data, behavioural patterns, and live video feeds to eavesdroppers [5]. 
 

Vulnerable Firmware: IoT devices frequently run outdated or inadequately patched firmware. 

Manufacturers may discontinue support while leaving significant vulnerabilities unaddressed [5]. 
 

Denial of Service (DoS) Attacks: Resource-constrained IoT devices are especially susceptible to DoS 

attacks, which can render security cameras and smoke detectors inoperable [5]. 
 

Server-Side Vulnerabilities: Insufficient server authentication can allow attackers to gain control of an 

entire smart home system, overriding controls and disabling security features [6]. 
 

Network Latency and Connectivity Risks: Network disruptions create windows of opportunity for 

attacks. Kumar and Aparna [8] proposed fog computing and local processing as mitigation strategies. 
 

6.3 Threat Taxonomy 

A structured threat taxonomy for IoT smart homes encompasses eight primary categories: data privacy 

threats (unauthorized access, data breaches, profiling); device security threats (physical tampering, 

firmware vulnerabilities, default credentials); network security threats (man-in-the-middle attacks, DoS, 

network snooping); supply chain threats; interoperability threats; data integrity threats; physical security 

threats; and privacy violations including surveillance and discriminatory profiling [5]. 
 

7. Privacy Concerns in IoT Smart Homes 

Privacy is one of the most pressing concerns in residential IoT deployments. Smart devices are pervasive 

data collectors — cameras, microphones in smart speakers, motion sensors, and behavioural tracking 

algorithms collectively assemble detailed profiles of household members, capturing daily routines, health 

conditions, sleep patterns, and social interactions [5]. 
 

Information processed by third-party cloud servers may be accessed, sold, or misused without the 

homeowner’s explicit knowledge or consent — a major trust barrier for prospective adopters [2]. Privacy 

issues manifest across all architectural layers: at the perception layer through sensor spoofing; at the 
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network layer through traffic analysis; at the middleware layer through unauthorized data retention; and 

at the application layer through user profiling and third-party data sharing [5]. 
 

8. Proposed Solutions and Countermeasures 

 

8.1 Security Solutions 

Authentication and Access Control: Multi-factor authentication (MFA) combined with certificate-based 

device identity management reduces unauthorized access. Role-based access control (RBAC) ensures 

least-privilege interactions [5][7]. 
 

Encryption: Data should be encrypted both at rest and in transit using industry-standard cryptographic 

algorithms. Lightweight cryptographic primitives are available for constrained IoT devices [3]. 
 

Firmware Management: Manufacturers should provide regular, signed firmware updates. Secure boot 

mechanisms ensure only verified firmware runs on a device [5][7]. 
 

Edge and Fog Computing: Processing data closer to the source reduces latency and the volume of 

sensitive data transmitted to cloud servers. Kumar and Aparna [8] specifically recommended fog 

computing to mitigate responsiveness problems. 
 

Anomaly Detection: Machine learning-based anomaly detection systems monitor device behaviour in 

real time. The IoT Argos system achieved 98.76% precision and 97.63% recall in detecting abnormal 

behaviour [2]. 
 

8.2 Privacy Solutions 

Privacy-preserving measures include data minimization — collecting only strictly necessary data — and 

anonymization to prevent identification of individuals. Privacy impact assessments during system design 

proactively identify risks [5]. Sharma et al. [7] recommend privacy-by-design principles including 

transparent data policies. Regulatory frameworks such as GDPR provide a legal foundation for data 

protection, though compliance alone requires complementary technical solutions [5]. 
 

8.3 Interoperability Solutions 

Proposed solutions include adopting open international standards and universal meta-models. ZigBee 3.0 

and Z-Wave’s interoperability commitment represent meaningful industry progress. Future developments 

may incorporate blockchain technology to enhance security during cross-device data exchanges [5][8]. 
 

Table 2: Challenges and Applications for IoT and Smart Homes 

 

Challenges (IoT & Smart Homes) Applications (IoT & Smart Homes) 

Security and Privacy Healthcare Monitoring 

Lack of Universal Standards Home Security Systems 

Software Complexity Energy Usage Optimization 

Massive Data Storage Water Management 

Device Compatibility Home Automation & Control 
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High Implementation Cost Assisted Living / Eldercare 

Network Latency Disaster Management 

 

Table 3: IoT Security Issues and Proposed Solutions 

 

Security Issue Proposed Solution 

Insecure Protocols Encryption, Secure Protocols, Message 

Authentication 

Vulnerable Firmware Regular Updates, Secure Boot, Code Signing 

Weak Authentication Multi-Factor Auth, Certificate-Based 

Authentication 

No Device Management Role-Based Access Control, Remote 

Monitoring 

Insufficient Encryption Data Encryption at Rest and in Transit 

Privacy Concerns Data Minimization, Anonymization, Privacy 

Impact Assessments 

Network Latency Fog / Edge Computing, Local Processing 

 

9. Key Challenges in IoT Smart Homes 

Despite significant research and commercial progress, IoT smart homes continue to face substantial 

challenges that impede widespread and equitable adoption: 
 

Security and Privacy: Consistently the most-cited challenges. No universally accepted framework has 

emerged to govern data protection across all smart home devices and platforms [2][8]. 
 

Lack of Universal Standards: Each manufacturer often develops proprietary standards, creating 

ecosystems that struggle to interoperate. The absence of international compatibility standards limits 

cohesive, multi-brand systems [2][7]. 
 

High Costs: The devices, infrastructure, and expertise required for a fully functional smart home remain 

financially inaccessible for many households. Current pricing still favors affluent early adopters [7]. 
 

Complexity and Usability: Managing a smart home can be technically demanding. Separate apps for 

different devices, lack of unified control interfaces, and ongoing maintenance create friction for non-

technical users [4][7]. 
 

Network Latency and Reliability: Connectivity issues, device failures, and software bugs can disrupt 

systems. Robustness and fault tolerance are essential for safety-critical applications [8]. 
 

Power Consumption and Battery Life: Balancing functionality and energy efficiency is crucial for 

sustainable operation and minimizing environmental impact [7]. 
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Scalability: Managing many devices, handling increased data traffic, and maintaining system 

performance pose significant architectural challenges as deployments grow [7][8]. 
 

Data Storage and Management: The volume, velocity, and variety of smart home sensor data requires 

big data solutions such as Apache Hadoop, NoSQL databases, and advanced analytics pipelines [3]. 
 

10. Future Research Directions 

The trajectory of smart home technology points toward increasingly intelligent, secure, and autonomous 

systems. Key research directions include: 
 

AI and Machine Learning Integration: Embedding AI capabilities directly into IoT devices enables 

real-time analysis, predictive maintenance, and adaptive behaviour — learning household routines and 

optimizing operations proactively [5][7][8]. 
 

Blockchain for Security and Privacy: Blockchain offers decentralized, tamper-resistant data storage for 

device identity management, access control, and audit trails — a promising frontier for addressing current 

security shortcomings [5][8]. 
 

5G and Edge Computing: 5G deployment will dramatically increase bandwidth and reduce latency, 

enabling richer sensor data and more responsive controls. Combined with edge computing, it allows 

latency-sensitive applications to operate with unprecedented speed [5][8]. 
 

Integration with Smart Cities: Seamless connectivity between smart homes, transportation systems, and 

energy grids will enable intelligent, energy-efficient communities [7]. 
 

Standardization and Interoperability Frameworks: Open, globally recognized IoT standards are 

urgently needed, particularly research into semantic interoperability enabling devices to understand each 

other’s messages and meanings [5][6]. 
 

Renewable Energy Integration: Smart homes will increasingly incorporate solar panels and wind 

turbines, with IoT energy management systems optimizing utilization and storing excess energy [7]. 
 

User-Centric Privacy Design: Future systems must prioritize user interests through intuitive privacy 

dashboards, granular consent mechanisms, and transparent data usage policies that empower residents to 

control their personal information [2][7]. 
 

11. Conclusion 

This survey has presented a comprehensive examination of IoT-based smart home systems, synthesizing 

insights from recent research spanning 2017–2025. We have explored foundational IoT architecture, 

characterized diverse smart home applications, described enabling technologies, examined mathematical 

foundations and control algorithms, and analyzed significant security and privacy challenges. 
 

Smart homes hold remarkable promise — from monitoring the health of aging residents and reducing 

energy consumption to providing robust security and enabling effortless automation. Working prototypes 

by Suprayitno et al. [9] and Kumar and Aparna [8], achieving sensor accuracies above 98% and 

successfully operating at distances exceeding 17,000 km, confirm the real-world viability of these 

technologies. 
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Realizing this promise at scale requires sustained collaboration. Security and privacy emerged consistently 

as dominant challenges, reflecting both the intimate nature of home environments and the inherent 

limitations of resource-constrained IoT devices. The absence of universal standards compounds these 

difficulties. The future of smart homes is deeply intertwined with advances in AI, edge computing, 

blockchain, and 5G — and addressing remaining challenges will require technical innovation, industry-

wide cooperation, enlightened regulation, and ongoing public education. 
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