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Abstract 

Despite the rapid escalation of cyber threats, there has still been little research into 

thefoundationsofthesubjectormethodologiesthatcouldservetoguideinformationsystemsresearchersand

practitionerswhodealwithcybersecurity.Inaddition,littleisknownaboutcrime-as-a-service(CaaS),a 

criminal business model that underpins the cybercrime underground. This research gap and the 

practicalcybercrime problems we face have motivated us to investigate the cybercrime underground 

economy by taking adata analytic sapproach from a design science perspective. To achieve this goal, 

we:(1)proposea data analysis framework for analyzing the cybercrime underground; (2) propose 

CaaS and crimewaredefinitions; (3) propose an associated classification model, and (4) develop an 

example application to demonstrate how the proposed frame work and classification 

modelcouldbeimplementedinpractice.Wethenusethisapplicationtoinvestigatethecybercrimeundergro

undeconomybyanalyzingalargedataset obtained from the online hacking community. By taking a 

design science research approach, this paper contributes to the designartifacts, foundations, 

andmethodologiesinthisarea.Moreover,itprovidesusefulpractical insights to practitioners by 

suggesting guidelines as to how governments and organizations in allindustries can prepare for 

attacks bythecybercrimeunderground 

. 
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1. INTRODUCTION 

As the threat posed by massive cyber attacks (e.g.,ran-somware and distributed denial of service 

attacks (DDoS))and cybercrimes has grown, individuals, organizations, and governments have 

struggled to find ways to defend against them. In 2017, ransomware known as Wanna Crywasr 

esponsible for nearly 45,000 attacks in almost 100 countries [1].The explosive impact of cybercrime 

has put governments under pressure to increase their cyber security budgets. 

United States President Barack Obamaproposedspendingover 

$19billiononcybersecurityaspartofhisfiscalyear2017budget,anincreaseofmorethan35%since2016[2].G

lobal cyberattacks (such as WannaCry and Petya) areexecuted by highly organized criminal groups, 

and organizedornational-levelcrimegroupshavebeenbehindmanyrecentattacks. Typically, criminal 

groups  buyandsellhack-ingtoolsandservicesonthecybercrimeblackmarket,wherein attackers share a 

range of hacking-related information. This online under groundmarket is operated by groups of 

attackers, anditinturnsupportstheunderground  cybercrime economy [3]. The cybercrime underground 
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hasthus emerged as a new type of organization that both operates black markets and enables 

cybercrime conspiracies to flourish. Because organize dcyber crimere quiresan online network to 

existand toconductitsattacks,itishighlydependenton closed underground communities (e.g., 

Hackforums and Crackingzilla).The anonym it these closed groups offer means that cybercrime 

networks are structured differently than traditional Mafia-style hierarchies [4], which are vertical, 

concentrated, rigid, and fixed.  

In contrast, cyber crime net work sare lateral, diffuse, fluid, and evolving. Since cyber space is a 

network of networks[5], the threat posedby the rise of highly professional network-based 

cybercrimebusiness models, such as Crimeware-as-a-Service (CaaS),remains mostly invisible to 

governments, organizations, andindividuals.Even though Information Systems (IS) researchers and 

practitioners are taking an increasing interest in cybercrime, due to the critical issue sarising from 

therapid increasein cyberthreats, few have attempt edtoputthisnewinterestonasolidfoundationor 

developsuitablemethodologies.Previousstudies have not analyzed the underground economy 

behindcybercrime in depth. Furthermore, little is known about CaaS,one of the primary business models 

behind the cybercrimeunderground.Thereisanoveralllackofunderstanding,bothin research and practice, 

of the nature of this underground andthemechanismsunderlyingit. 

This study takes a design science research (DSR) approach. Design science ‘‘creates and evaluates 

information technology artifacts intended to solve identified problems’’ [6].  

 

2. RELATED WORK  

Today, political and commercial entities are increasingly engaging In sophisticated cyber-warfare to 

damage, disrupt, or censor information content in computer networks. In designing network 

protocols, there is a need to ensure reliability against intrusions of powerful attackers that can even 

control a fraction of parties in the network. 

 The controlled parties can launch both passive (e.g., eavesdropping, nonparticipation) and active 

attacks (e.g., jamming, message dropping, corruption, and forging). Intrusion detection is the process 

of dynamically monitoring events occurring in a computer system or network, analysing them for 

signs of possible incidents and often interdicting the unauthorized access.Previous work done using 

data mining techniques 

 

3. PROPOSED FRAMEWORK  

Our data analysis framework's objective is to perform a big-picture examination of the cybercrime 

underground by encompassing all aspects of data analysis from start to finish. This structure is made 

up of four steps: (1) setting goals; (2) identifying sources; (3) deciding on analytical techniques; and 

(4) putting the application into action.  

 
 

 

Fig1.System Architecture 

Step 1: Defining Goals 
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The first step is to identify the conceptual scope of the analysis. Specifically, this step identifies the 

analysis context, namely the objectives and goals. To gain an in-depth understanding of the current 

CaaS research, we investigated the cybercrime underground, which operates as a closed community. 

Thus, the goal of the proposed framework is to “investigate the cybercrimeunderground economy.”  

Step 2: Identifying Sources 

    The second step is to identify the data sources, based on the goals defined by Step 1. This step should 

consider what data is needed and where it can be obtained. Since the goal of this study is to 

investigate the cybercrime underground, we consider data on the cybercrime underground 

community. We therefore collected such data from the community itself and obtained a malware 

database from a leading global cyber security research firm. Because cybercriminals often change 

their IP addresses and use anti-crawling scripts to conceal their communications, we used a self-

developed crawler that can resolve catches and anti- crawling scripts to gather the necessary data.

Step3: Selecting analytical methods 

    A diverse range of items are sold in the cybercrime underground, with different degrees of associated 

risk. For this study, we focused mainly on items critical to hacking. We first filtered the messages to 

select only those that carried significant risks 

 Step4: Implementing an application 

     Although organizations emphasize the measures they take to prevent cybercrime, their overall 

effectiveness has yet to be empirically demonstrated in practice. In the last step of our framework, 

we demonstrate the use of the proposed CaaS and crimeware definitions, classification model, and 

analysis framework. 

 

4. RESULTS AND DISCUSSION 

Below is the dataset screen used in this project 

 
 

In above screen click on ‘Dataset Upload & Analysis’ button to upload dataset and get below  

Output. 
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In above screen selecting and uploading ‘malware.csv’ file and then click on ‘Open’ button to load 

dataset and get below analysis output 

In below screen we can see all data is converted to numeric format and then we can see total dataset 

and then we can see 80% dataset used for training and 20 for testing and now dataset is ready and 

now click on ‘Run Naive Bayes Classification Model’ button to train classification model and get 

below output. 
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In above screen in square bracket we can see network traffic data and after arrow =symbol we 

can see the type of cybercrime attack prediction. Scroll down above screen to view all cybercrime 

prediction 

 

5. CONCLUSION 

Finally, this study also has important implications for society. Over the last few years, the world has 

been facing cyberterrorism and cyberwar threats from nation-sponsored attackers. Pollitt defined 

cyberterrorism as ‘‘the premeditated, politically motivated attack against information, computer 

systems, computer programs and data which results in violence against non-combatant targets by 

subnational groups or clandestine agents.’’ Unlike most cybercrime, which is primarily motivated 

by monetary gain, cyberterrorists are politically motivated. As a result, governments should, for  

example, strengthen their ability to protect their citizens in online virtual environments by 

enhancing their immediate responses to threats such as cyberespionage and cyberterrorism. This 

issue therefore has profound implications in terms of the need for a global cyber defense to 

maintain a cyber-safe environment 
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